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Our service, Problem Statement and Goal

Background



Chaos Engineering

Definition:
● Deliberately injecting failures in a controlled manner.

Core Concepts:
● Simulate disruptions (think Netflix’s "wild monkey" 

analogy).
● Ensure continuous service despite unexpected issues.
● Enhance recovery procedures and tooling.

Analogy:
● Like vaccines, controlled exposure builds resilience.

https://netflixtechblog.com/tagged/chaos-kong


One Move Chess - API Diagram

User VM2 VM1

Web UI API + DB



We cannot assume that cloud services will always work 
all of the time.  It’s much better to practice handling 
failures in a safe environment rather than when you 
least expect it.

Problem Statement



Our Goal

We aim to achieve graceful degradation, where the 
system continues to function under stress without 
crashing. Real-time monitoring of system performance 
and error rates helps determine whether the system 
self-heals or requires intervention.
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Implementations

Solution



Monitoring
Status Page



Status Page - Azure Components



Status Page - Automated Components

WHY: ● End-to-End (E2E) Testing of User Experience
● Simulating Real User Behavior



Automated Human Interaction
HTTP Web UI
Uses Python HTTP module to 
check availability of main, 
login, and registration pages.

Simulates human behaviour to 
login to accounts

Simulates human behaviour 
to register to accounts

Checks board allocation, 
board availability, and 
chess piece movement

Login

Register Chess board



Demo

https://docs.google.com/file/d/1JEtR3Ckr6jK-qcQ6NgfCUWnRWBp1X3YQ/preview


Implementations for effectivity

Runs all components concurrentlyA

Runs all components every 2 minuteImmediate B

Clear and concise information on each 
individual component

Detailed C

Threading



Fault Injection 



Fault Injection
Goal: Simulate software and hardware faults to determine our 
ability to recover & test our monitoring

● Fault-Injection:
○ Kill the API on VM 1
○ Kill the Web UI on VM 2
○ Rename the DB on VM 1

● Fault-Fixer:
○ Restart the API on VM 1
○ Restart the Web UI on VM 2
○ Find the database if it still exists and restore its proper 

name on VM 1



Notifications
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Building a robust system to support high user loads

Scalability



Database Sharding
● What is Database Sharding?
● Why might we want to incorporate Database Sharding?

○ Scalability
○ Cost
○ Performance
○ Fault Tolerance

Databse Sharding



● How is Database Sharding Implemented?
○ Geographic Sharding
○ Range-Based Sharding
○ Hash-Based Sharding

Database Sharding



Sharding by Username



Rate Limiting 
and 

Throttling



User VM2 VM1

Web UI API + DB

Rate Limiting / Throttling  

$ $ $ $ $ $$$



User VM1 VM2

Web UI API + DB

Rate Limiting / Throttling  
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Rate Limiting / Throttling 



Load Testing



Load Testing
● What is Load Testing?

○ Simulating high traffic to evaluate system performance.

● Why we want to incorporate Load Testing?

○ Scalability

○ Stability

○ Performance

● How is Load Testing implemented?

○ Created bot users to simulate thousands of players making moves.









User-Game Types
● What happens when we create these load testing bots?

○ Bots simulate thousands of users making real-time moves.

○ Generate high-traffic scenarios to test system performance.

● How can we prevent diminishing user experience?

○ Classified separately from real users in the database.

○ Tagged under a bot-specific user type to keep them isolated.



User Enhancements



Conclusion





Questions




