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What is linPEVES?

Linux Privilege Escalation and Vulnerability Exploit Script (also known as linPEVES) is a tool that
scans for and exploits privilege escalation vulnerabilities. Inspired by the open-source script linPEAS
(Linux Privilege Escalation Awesome Script), a privilege escalation vulnerability scanning tool, our
script not only identifies vulnerabilities within a target system but allows the user to perform exploits

on each vulnerability found.

This tool was created as part of our final Computer Science Comprehensive Exercise (Comps) project.
We wanted to learn more about privilege escalation by researching vulnerabilities and figuring out how
to exploit them. The goal was to understand what security measures need to be in place (or bypassed)

to protect a system from privilege escalation attacks.
What is privilege escalation?

Like any human design, computers have weaknesses which are known as vulnerabilities. Our project
identifies and exploits these vulnerabilities by escalating privileges within a Linux system. One example
of this might be a user whose account has root access and stores their password in a file that is accessible
to unprivileged users. These unprivileged users can exploit this vulnerability and escalate their

privileges by signing into the root user’s account.



Project Details

Set Up

To run our project we set up a Linux Virtual Machine (VM) on Amazon Web Services (AWS). We
chose a cloud-based virtual machine to give us experience dealing with cloud architecture and for easy

access from anywhere. The VM ran Ubuntu 24.04 with a

In order to test our scans, we added several vulnerabilities to our machine. For example: we made the
/etc/passwd file globally writable; added a writable cron job that was run by root; downgraded the bash

version to make it susceptible to shellshock; and many more.

We also created a test-user to determine whether our scans and exploits were able to grant root

privileges to an unprivileged user.
Architecture

The project consists of:

A main.shfile
The scans/ directory contains all available scans

The exploits/ directory contains all available exploits

The 1ib/ directory contains additional files that the exploits might use
The README . md file which describes how to install and run the code

main.sh

scans/
—> cron-scan.sh
—)> path-scan.sh
-

exploits/
—)> cron-exploit.sh
—)> path-exploit.sh
- ...

lib/
—)> exploit-bin
—)> exploit.sh

README . md




How do I run linPEVES?

Once you have installed linPEVES, make sure you are in the 1inPEVES/ directory where the main. sh

file is located.

From there, you can decide which scans and exploits you want to run. To see the table of available scans

and exploits, run . /main.sh --list. The list is reproduced below:

# SCANS EXPLOITS

0 | cron-scan cron-exploit

1 | env-var-scan env-var-exploit

2 | path-scan path-exploit

3 | pkexec-scan pkexec-exploit

4 | readable-passwd-scan readable-passwd-exploit
5 | readable-shadow-scan readable-shadow-exploit
6 | shellshock-scan shellshock-exploit

7 | sudo-scan sudo-exploit

8 | sudoers-scan sudoers-exploit

9 | systemctl-bin-scan systemctl-bin-exploit

10 | writable-passwd-scan writable-passwd-exploit
11 | writable-shadow-scan writable-shadow-exploit

You can run a scan/exploit by referencing their indices in the table. For example, if you wanted to run

all scans but only exploit vulnerabilities 1 and 7, you would run the following command:

./main.sh -s {0..11} -e 1 7



Vulnerabilities Explained
ritable crontab jobs run as r

® This vulnerability consists of a cronjob that is run as root but is editable by an unprivileged

user. This can be exploited by writing malicious code into the cronjob that is then executed by

root.

e Ifusers choose to store an account password in an environmental variable on their system (a
vulnerability), this scan will identify them and list them in the exploitable_passwords variable.
The exploit of this vulnerability returns the list of passwords to the linPEVES user to gain

access to any greater-privileged user that they choose.

V2: Writable binaries on PATH

e Any PATH binaries that are writable by an unprivileged user. Exploiting this vulnerability is as
easy as overwriting the binary with malicious code that, if run by a root user, will grant them

admin privileges.

V3: The pkexec Executable

® pkexec is a command that allows users to run commands as root. The way this scan works is by
first checking for the pkexec executable then it checks if the S0-localauthority.conf. file is
writable. If so and the user wishes to exploit this vulnerability, the user’s group is then added to

the list of allowed users. This is an alternative way to gain sudo access.

V4: Passwords in /etc/passwd

e While having the permissions to read the /etc/passwd file is not in itself a vulnerability to a
system, there is still a possibility for the password of a user to be included in this file. The scan
of this vulnerability iterates through each user in the /etc/passwd file checking if the password
has been hidden. If the password is readable, the password and its corresponding username are

printed out in the exploit.



V5: A Readable Shadow File

® This scan checks if /etc/shadow is readable by the current user. If so, the exploit returns the
hashes that are read from the file and advises the user on which tools they should consult to

crack the hashes so that they can gain access to the privileges of any user on the system.

Vé: Shellshock: A Bash Vulnerability

e Before bash version 4.3, earlier versions of bash were susceptible to a vulnerability known as
shellshock. The way this works is that by defining a variable in just the right way, you can cause
bash to execute code. This is especially helpful for remote exploitations as you can create a
reverse shell that grants you access to a machine without having to use ssh.

® The shellshock-scan works under the assumption that you are attacking a remote machine with
a webserver and a cgi file. Using curl it sends a variable with code injected into it and depending
on the response, that will determine if the machine is susceptible to shellshock or not. If it is
and the user wishes to exploit that, the shellshock-exploit then sets up a reverse shell on a

listener that the user provides.
V7: Outdated sudo version

® Any version of sudo 1.8.0 or earlier contains a bug that allows the current user to edit the
sudoers file. The scan of this vulnerability verifies the paths that allow the linPEVES user to
edit the sudoers. If the version is compatible with this scan/exploit and there are any paths

found to edit sudo, then the exploit will add the linPEVES user to the list of sudoers.

V8: Writable sudoers file

® The /etc/sudoers file is used by the system to specify added privileges of users and groups in the
system. The sudoers-scan checks to see if the /etc/sudoers file is writable by the user. If it is and

the user wishes to exploit it, the sudoers-exploit adds the user to the sudoers file with access to
everything and NOPASSWD enabled.

V9: Writable systemctl binaries

® This vulnerability is present on a system if any of the binaries executed by systemctl (the Linux
service manager) are writable by an unprivileged user. Much like the writable PATH binary
scan, exploiting consists of overwriting the binary with malicious code that can give admin

privileges.



V10: Writable passwd file

® The /etc/passwd file contains information about the users of the system. Typically the
/etc/passwd file does not contain the password hashes for the users however, it is possible to
store them there. If there is a hash present in the /etc/passwd file, the system uses that hash to
authenticate the user rather than the hash stored in the /etc/shadow file.

® The writable-passwd-scan checks to see if the /etc/passwd file is writable by the user. If it is and
the user wishes to exploit it, the writable-passwd-exploit changes the hash of the root user to a

known hash and notifies the user of the new password.
V11: Writable shadow file

e Similar to /etc/passwd, the /etc/shadow file also contains some information about the system
users. However, in this case, the shadow file contains information about the users’ passwords as
well as the hashes of the passwords. The writable-shadow-scan checks to see if the /etc/shadow
file is writable by the user. If it is and the user wishes to exploit it, the writable-shadow-exploit

changes the hash of the root user to a known hash and notifies the user of the new password.

Example Scan Functionality

Each scan looks through the system for indications that a chosen vulnerability is present on the system.
If a file or program exists that matches the criteria, the relevant information is written to the exploit file.
For example, for the cron-scan, if it finds a cronjob that is running with sudo permissions and is

editable by an unprivileged user, it will write the path to the cronjob script file to the exploit file.
Example Exploit Functionality

The vulnerability’s respective exploit file will then read the data that was written to it by the scan file
and then act upon that information. For the cron-exploit, it will overwrite the cronjob script with

malicious code that gives the unprivileged user root access.
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